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Abstract—Synthetic identity theft has emerged as one of
the fastest-growing forms of financial fraud in the United
States, causing billions in annual losses (estimates vary) [1],
[2]. Unlike traditional identity theft, synthetic identity fraud
fabricates entirely new personas by combining real data
fragments—typically Social Security numbers—with fictitious
information. This paper examines the structural conditions
enabling synthetic identity proliferation, including the So-
cial Security number’s unsuitable role as an authenticator,
the data broker ecosystem created by surveillance capitalism,
and inadequate verification infrastructure. We analyze the
mechanics of synthetic identity creation and cultivation, the
diverse populations utilizing synthetic identities (from orga-
nized criminal enterprises to vulnerable individuals seeking
financial access), and emerging technical countermeasures
including the Social Security Administration’s Electronic
Consent Based Social Security Number Verification (eCBSV)
API. We conclude with recommendations for financial insti-
tutions, policymakers, and system designers, arguing that
lasting solutions require fundamental reconsideration of
digital identity infrastructure.

Index Terms—Synthetic Identity, Identity Theft, Social
Security Number, eCBSV, Financial Fraud, Surveillance Cap-
italism, Digital Identity

I. Introduction

The digital economy operates on a foundation of trust
—trust that identities are authentic, that data is accurate,
and that verification systems can reliably distinguish a
real person from a fabricated one. In practice, much of
this trust is operationalized through friction-minimizing
onboarding: an applicant provides a small bundle of
identifiers, third parties enrich and score the data, and
an institution makes a high-stakes decision (credit is-
suance, account opening, benefits eligibility) in seconds.
Synthetic identity fraud exploits this gap between high-
consequence decisions and low-assurance verification,
and has emerged as one of the fastest-growing forms of
financial crime in the United States [1].

Unlike traditional identity theft, where criminals steal
and misuse an existing person’s identity, synthetic iden-
tity fraud fabricates new personas by combining real
identity fragments—most notably Social Security num-

bers (SSNs)—with fictitious information (names, dates of
birth, addresses) to produce identities that exist only in
records, yet can pass as legitimate during automated
screening [3].

A. Terminology

We use synthetic identity to refer to an identity record
that is not a truthful representation of a single real per-
son, but is assembled from real and fabricated elements.
Synthetic identity fraud refers to the use of synthetic
identities to obtain financial products or services through
misrepresentation. The term synthetic identity theft is
used in this paper as a common industry label for the
phenomenon; however, whether any particular synthetic
identity involves “theft” in the legal sense can depend on
whether it uses a real person’s SSN (and thus implicates
a real victim) versus a deceased, unassigned, or other-
wise non-victim SSN (discussed further in Section VI).

We use identity fragment to describe an individual
datum used in verification (e.g., name, SSN, date of birth,
address history). We use credit-file bootstrapping to
describe the circular mechanism by which applying for
credit can create or expand a credit file—manufacturing
the appearance of an identity through the very process
that is meant to verify it (see Section II).

B. Why Synthetic Identities Work

Synthetic identities succeed because the dominant
U.S. identity infrastructure treats the SSN as a “shared
secret” and relies on correlating identity fragments
across databases that were not designed for adversarial
settings [[4]]. This creates a predictable verification gap:
systems can often confirm that an SSN exists in records,
but cannot reliably confirm that the applicant is the
rightful holder of that SSN (see Section V).

The credit reporting system compounds this vulnera-
bility: when a synthetic identity triggers a credit inquiry,
that inquiry can create or stabilize a credit file, allowing
the synthetic identity to accumulate legitimacy over time
through “normal” account behavior (see Section II). This
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paper argues that these are not edge-case failures but
structural properties of the current system.

C. A Minimal Lifecycle (Vignette)

A typical synthetic identity begins as a plausible bundle
of identifiers: a real SSN paired with a fabricated name
and date of birth. Early applications may be rejected, but
the attempt itself can establish an initial credit footprint.
Over months, the identity is cultivated—added as an
authorized user, routed through secured products, and
used in strategically spaced applications—until it resem-
bles a low-risk consumer profile. Finally, some operators
execute a “bust-out,” maximizing available credit and
abandoning the identity, leaving institutions to absorb
losses and distribute them through higher costs (formal-
ized in Section III).

D. The Scale of the Problem

Synthetic identity fraud represents substantial losses
to U.S. financial institutions; widely cited estimates vary,
and attribution is complicated by detection lag and mis-
classification (see Section VII). One commonly cited in-
dustry estimate placed lender losses at roughly $6 billion
for 2016 [2]. The Federal Reserve has identified synthetic
identity fraud as one of the fastest-growing fraud types in
the U.S. payments ecosystem, while emphasizing that it
remains among the least understood threats in practice
[1]. Beyond direct losses, synthetic identities can distort
underwriting signals and tighten access for legitimate
applicants when institutions respond by raising friction
or broadening denylists.

E. Thesis: Structural Vulnerabilities

This paper argues that synthetic identity fraud is not
merely a criminal tactic but a predictable outcome of
an identity system built for convenience and scale rather
than adversarial robustness. Three structural factors en-
able its proliferation:

1) The commodification of personal data through
surveillance capitalism creates vast repositories of
identity fragments available for exploitation [5]

2) The Social Security number’s dual role as both
identifier and authenticator creates a fundamental
security vulnerability [[4]]

3) Inadequate verification infrastructure leaves fi-
nancial institutions unable to distinguish synthetic
from authentic identities

F. Contributions

This paper contributes:

1) A lifecycle model of synthetic identity construc-
tion—assembly, cultivation, and exploitation—high-
lighting practical intervention points (Section III)

2) An actor and motivation typology showing why
“synthetic identity” is not a monolith, and why
detection and policy responses should be propor-
tionate (Section IV)

3) A technical analysis of authoritative SSN binding
verification via the SSA’s Electronic Consent Based
Social Security Number Verification (eCBSV) API,
including deployment constraints (Section V)

4) A legal synthesis connecting technical verification
options to regulatory compliance and prosecution
realities, including the ambiguity of “victimhood”
in many synthetic identity cases (Section VI)

5) A systems discussion of incentives, equity impacts,
and longer-term identity infrastructure reform
paths (Section VII)

G. Scope and Threat Model

We focus on synthetic identity fraud in the United
States, where SSNs function as a de facto national
identifier and are deeply integrated into credit reporting
and financial onboarding. Our primary threat surface is
identity verification during account opening and credit
issuance, where high-throughput decisioning interacts
with imperfect identity binding. We do not attempt
a comprehensive international comparison of national
identity systems, nor do we fully specify a replacement for
the SSN; instead, we analyze failure modes and counter-
measures within the existing infrastructure.

H. Paper Overview

We examine the mechanics of synthetic identity con-
struction, the systemic conditions enabling its success,
and emerging technological and legal countermeasures.
Section II provides historical context on SSN-based
identity infrastructure and its vulnerabilities. Section III
details assembly, cultivation, and bust-out exploitation
patterns. Section IV examines the diverse populations
using synthetic identities and the implications for
detection and policy. Section V reviews technical de-
fenses, with particular attention to the Social Security
Administration’s eCBSV API. Section VI analyzes the
legal framework governing identity verification and fraud
response, including FCRA, GLBA, and relevant criminal
provisions. Section VII considers broader implications
for digital identity infrastructure and equity, and Sec-
tion VIII offers recommendations for systemic reform.

Readers primarily interested in implementation details
may begin with Section V; readers focused on compli-
ance and statutory constraints may begin with Section VI.

II. Background: Identity Infrastructure and Its Dis-
contents

A. The Social Security Number: From Identifier to Skele-
ton Key

The Social Security number was never designed to
serve as a universal identifier. Introduced in 1936 solely
for tracking worker earnings and benefits, the SSN has
since been co-opted as a de facto national identification
number—a role for which it is fundamentally unsuited

([41.



TABLE I
Availability of identity elements for synthetic identity construction

Data Element Availability

Full Name Widely available via public records,

breaches

Date of Birth Commonly exposed in data breaches

Social Security Number Available through dark web markets,

breaches

Address History Aggregated by data brokers

Employment History LinkedIn, public records, breaches

This mission creep occurred gradually. Financial insti-
tutions, credit bureaus, healthcare providers, and govern-
ment agencies each independently adopted the SSN as
a convenient identifier, creating a system where a single
nine-digit number unlocks access to credit, benefits, em-
ployment, and services. The SSN became what security
researchers term a “shared secret”—except it is neither
secret nor secure.

B. The Enumeration Problem

The SSA reports that hundreds of millions of SSNs
have been issued since the program’s inception (over
548 million as of 2025) [6]. Many belong to deceased
individuals, and many more remain unassigned. This cre-
ates a vast attack surface for synthetic identity creation:

¢ Deceased individuals’ SSNs remain valid in many

verification systems

¢ Children’s SSNs are particularly valuable as they

have no credit history to contradict fraudulent appli-
cations

¢ Randomized issuance (post-2011) eliminated ge-

ographic predictability but also made detection
harder

C. Data Broker Ecosystem

The surveillance capitalism model has created an un-
precedented concentration of personal data [[5]]. Data
brokers aggregate, correlate, and sell identity fragments
at scale, providing synthetic identity creators with raw
materials:

D. Corporate Complicity and Negligence

Financial institutions face a fundamental conflict: rig-
orous identity verification reduces customer acquisition
velocity, while lax verification increases fraud exposure.
This tension has historically resolved in favor of growth,
with institutions accepting fraud losses as a cost of doing
business [[7]].

The credit reporting system compounds this problem.
When a synthetic identity applies for credit, the inquiry
itself creates a credit file—bootstrapping the very identity
it purports to verify. This circular logic enables synthetic
identities to generate their own legitimacy through the
act of application.

III. The Mechanics of Synthetic Identity Creation

Synthetic identity construction follows a predictable
lifecycle: assembly, cultivation, and exploitation. Under-
standing each phase reveals both the sophistication of
the threat and potential intervention points.

A. Phase 1: Identity Assembly

The synthetic identity begins with three core elements:
1) A Social Security number — obtained through
purchase, theft, or random generation
2) A fabricated name — typically plausible but not
matching the SSN'’s legitimate owner
3) A date of birth — often adjusted to suggest a
young adult with minimal credit history
This combination exploits a critical weakness: credit
bureaus match records primarily on SSN, with name
and DOB serving as secondary identifiers. A “mismatch”
between name and SSN may generate a new credit file
rather than an error—the system assumes clerical error
rather than fraud.

Identity Assembly Formula:

I

| Real SSN (stolen/purchased/random) |
| + Fabricated Name |

| + Plausible DOB |

| + Synthetic Address (mail drop/vacant) |

|
| = New Credit File Created
|

Listing 1. The basic formula for synthetic identity assembly

B. Phase 2: Identity Cultivation

A newly created synthetic identity has no credit history
and will be rejected for most financial products. The
cultivation phase builds apparent legitimacy over months
or years:

a) Credit Piggybacking: Fraudsters add synthetic iden-
tities as authorized users on established credit accounts.
This instantly grafts years of positive payment history
onto the synthetic profile.

b) Secured Credit Products: Some institutions offer
credit cards secured by deposits, with minimal identity
verification. These serve as stepping stones to unsecured
credit.

c) Strategic Applications: Careful application patterns
—avoiding too many inquiries, spacing applications, tar-
geting different institution types—simulate legitimate
credit-seeking behavior.

d) Bust-Out Preparation: As credit limits increase, the
synthetic identity may demonstrate responsible usage:
timely payments, low utilization, gradual limit increase
requests. This cultivation may continue for 12-24 months
before exploitation.



C. Phase 3: Exploitation (Bust-Out)

The terminal phase involves maximum extraction of
value:

1) Request credit limit increases across all accounts

2) Draw cash advances to limits

3) Make large purchases (often resalable goods)

4) Immediately cease all payments

5) Abandon the synthetic identity

Because no real person exists to pursue, collections
efforts fail. The loss is absorbed by financial institutions
and ultimately distributed across the consumer base
through higher fees and interest rates.

D. Technical Sophistication

Modern synthetic identity operations may employ:

¢ Machine learning to optimize application timing
and targeting

¢ Residential proxy networks to mask geographic
patterns

¢ Document generation tools for supporting docu-
mentation

e Phone and email infrastructure to satisfy verifi-
cation requirements

IV. Actors and Motivations

Synthetic identity usage spans a spectrum from orga-
nized criminal enterprises to individuals seeking basic
financial access. Understanding this diversity is essential
for developing proportionate responses.

A. Organized Criminal Operations

At the sophisticated end, organized crime groups op-
erate synthetic identity fraud as a business:
¢ Industrial scale: Hundreds or thousands of syn-
thetic identities cultivated simultaneously
e Specialization: Different teams handle creation,
cultivation, and bust-out phases
¢ Reinvestment: Proceeds fund other criminal en-
terprises or are laundered through legitimate busi-
nesses
¢ Continuous innovation: Techniques evolve in re-
sponse to detection capabilities
These operations represent the primary driver of finan-
cial losses from synthetic identity fraud [[8]; [1]].

B. Individual Economic Actors

Not all synthetic identity users are organized crimi-
nals. A significant population uses synthetic identities to
access financial services otherwise unavailable to them:

a) Undocumented Immigrants: Without valid SSNs,
undocumented individuals may use synthetic identities
to:

e Open bank accounts

e Establish credit for housing or vehicles

e Access services requiring identity verification

These users often maintain payment obligations and
do not intend “bust-out” fraud. Their synthetic identity

TABLE II
Synthetic identity user typology and typical outcomes

Actor Type Primary Motivation Typical Outcome
Organized Crime Financial  extrac- Bust-out,  signifi-
tion cant losses
Undocumented Financial access Often maintained
Immigrants accounts

Variable outcomes

Often maintained
accounts

Credit-Damaged Second chance

Safety/indepen-
dence

DV Survivors

serves as a parallel financial existence enabling eco-
nomic participation.

b) Credit-Damaged Individuals: Those with severely
damaged credit may find synthetic identities the only
path to financial products:

e Bankruptcy survivors seeking fresh starts

e Victims of medical debt or predatory lending

e Individuals with criminal records facing employ-

ment discrimination

c) Domestic Violence Survivors: Escaping abusive
situations often requires establishing financial indepen-
dence. When abusers have damaged victims’ credit or
monitor their legitimate accounts, synthetic identities
may provide safety through anonymity.

C. The Moral Complexity

This diversity complicates policy responses. Enforce-
ment strategies optimized for organized crime may
disproportionately impact vulnerable populations using
synthetic identities for survival rather than enrichment.

D. Implications for Detection

User motivation affects behavioral patterns:
e Organized operations show coordinated timing,
similar application patterns, and eventual bust-out
e Individual users show more organic behavior, main-
tained payment patterns, and longer account lifes-
pans
Detection systems that incorporate behavioral analysis
may distinguish between these populations, enabling
more nuanced responses.

V. Technical Countermeasures

The synthetic identity threat has catalyzed develop-
ment of verification technologies that address funda-
mental weaknesses in the current system. This section
examines emerging solutions, with particular attention to
the SSA’'s eCBSV APL.

A. The Verification Gap

Traditional identity verification suffers from a critical
limitation: credit bureaus can confirm that a SSN exists
in their records, but cannot verify that the SSN belongs
to the applicant. This gap enables synthetic identities
to generate their own legitimacy through application
history.



TABLE III
eCBSV API technical specifications

Parameter Specification

HTTPS/TLS 1.2+ (REST API)

OAuth 2.0 with PKI certificates

JSON payload with SSN, Name, DOB, Consent

< 1 second (typical)

Protocol
Authentication
Request Format
Response Time
Rate Limits Varies by enrollment tier

Availability 99.5% SLA target

TABLE 1V
eCBSV response codes and interpretation

Code Meaning Synthetic ID Implica-
tion

YES SSN, Name, DOB all Unlikely synthetic (but
match SSA records not impossible)

NO One or more elements Likely synthetic or
do not match data entry error

DECEASED SSN belongs to de- Definitive  synthetic
ceased individual indicator

NOT_IN_FILE SSN not found in SSA Fabricated or unis-

database sued SSN

Effective countermeasures must verify the binding
between:

e The SSN and the applicant’s claimed name/DOB

e The person applying and the legitimate SSN holder

B. Electronic Consent Based Social Security Number
Verification (eCBSV)

The Social Security Administration’s eCBSV service,
launched in June 2020, represents the most significant
advancement in synthetic identity prevention [9]. Unlike
previous SSN verification services limited to government
agencies, eCBSV extends authoritative verification to
permitted financial institutions under specific regulatory
frameworks.

a) Technical Architecture:

The eCBSV system operates as a RESTful API service
with the following characteristics:

b) Request and Response Structure:

POST /eCBSV/v1/verify
Authorization: Bearer <oauth_token>
Content-Type: application/json

{
"ssn": "XXX-XX-XXXX",

"firstName": "JOHN",

"lastName": "DOE",

"dateOfBirth": "1990-01-15",

"consentIndicator": true,

"consentTimestamp": "2024-01-15T10:30:00Z"
}

Listing 2. eCBSV API request structure (SSN redacted)

The API returns one of four verification codes [10]:

c) Enrollment and Access Requirements:

Access to eCBSV requires institutional enrollment

through a multi-step process:

1) Permitted Entity Status: Institution must qualify
under specified categories (banks, credit unions,
mortgage lenders, other financial institutions)

2) User Fee Agreement: Annual subscription fees
apply (tiered by forecasted transaction volume) [11]

3) Technical Integration: Institutions must imple-
ment PKI-based authentication and meet security
requirements

4) Compliance Certification: Periodic certification
and compliance review requirements apply [12]

The eCBSV fee model is structured as annual subscrip-

tion tiers based on forecasted transaction volume, which
creates economic considerations for high-volume imple-
mentations and encourages risk-based routing rather
than universal verification in all flows [11].

d) Consent Architecture:

A critical component is the consent requirement man-

dated by the Privacy Act:

Consent Requirements:

|
| 1. Written or electronic consent from SSN holder |

| 2. Clear disclosure of verification purpose |
| 3. Consent must be valid for the verification request |

| 4. Institution must retain consent records (5 years) |
|

Listing 3. eCBSV consent requirements and record retention (high level)

e) Implementation Considerations:
Effective eCBSV deployment requires addressing sev-
eral technical challenges:
Name Matching Complexity: SSA records may con-
tain:
e Legal names that differ from commonly used names
e Historical name changes not reflected in applicant
data
e Transliteration variations for international names
e Hyphenation and suffix handling inconsistencies
Error Handling: Institutions must design workflows for:
e Temporary service unavailability (failover strategies)
e Ambiguous responses requiring manual review
e False positive mitigation without compromising se-
curity
Integration Patterns:
proaches include:
e Synchronous verification during application flow
(highest friction)
e Risk-based routing (verify only higher-risk applica-
tions)
e Batch verification for existing portfolio analysis
e Hybrid approaches combining real-time and async
processing
f) Advantages:
¢ Authoritative source: SSA records are ground truth
for SSN issuance

Common deployment ap-



o Deceased detection: Immediately identifies SSNs
belonging to deceased individuals

¢ Mismatch detection: Synthetic identities using real
SSNs with fabricated names return NO MATCH

¢ Real-time: API enables integration into application
workflows

e Audit trail: SSA maintains verification logs for
compliance purposes

g) Limitations:

¢ Consent requirement: Applicants must consent to
verification, creating friction

e Coverage gaps: Not all financial institutions have
implemented eCBSV; non-financial use cases ex-
cluded

o False positives: Name variations, legal name
changes, data entry errors may cause legitimate NO
MATCH results

¢ Random SSN gap: Cannot detect synthetic identi-
ties using never-issued SSNs (returns NOT_IN_FILE,
which may also indicate data entry error)

e Cost structure: Annual subscription fees and tier
selection may limit usage to higher-value applica-
tions or higher-risk application segments

¢ Latency: Real-time verification adds friction to cus-
tomer experience

C. Case Study: Capital One Implementation

Capital One’s implementation of eCBSV demonstrates
effective integration [13]:

e Incorporated eCBSV into new account application
flow

e Reduced synthetic identity fraud losses by an esti-
mated 30-40%

e Maintained acceptable customer experience
through intelligent routing (eCBSV called only for
higher-risk applications)

e Combined eCBSV with behavioral analytics for lay-
ered defense

D. Behavioral Analytics

Machine learning models analyzing application pat-
terns can identify synthetic identity characteristics:

¢ Velocity patterns: Multiple applications from same
IP, device, or identity network

« Data consistency: Inconsistencies across applica-
tions suggesting fabrication

¢ Cultivation signals: Patterns consistent with au-
thorized user piggybacking

« Network analysis: Connections between applica-
tions suggesting coordinated operation

E. Document Verification

Enhanced document verification adds friction but im-
proves detection:
« Liveness detection: Confirms a real person is pre-
sent during verification
e Document authentication: Validates government
ID documents

e Biometric matching: Confirms document photo
matches applicant

F. The Arms Race

Each countermeasure triggers adversarial adaptation.
Synthetic identity operators:

e Recruit real people to pass liveness checks

e Obtain authentic documents for synthetic identities

e Adjust patterns to evade behavioral detection

This dynamic requires continuous evolution of defen-
sive capabilities.

VI. Legal Framework

Informational summary only; not legal advice.

The legal landscape surrounding synthetic identity
theft spans overlapping regimes that were largely de-
signed for either (a) conventional identity theft with an
identifiable natural-person victim, or (b) consumer-credit
and anti-money-laundering compliance where institu-
tions must make risk-based judgments under operational
constraints.

This section maps the most important U.S. federal and
state legal frameworks to the mechanics of synthetic
identity fraud. The core theme is a structural mismatch:
synthetic identities can produce records that are proce-
durally valid (e.g., a compliant Customer Identification
Program file, a tradeline-supported credit file) while re-
maining substantively false (a fabricated persona, often
anchored to a real SSN).

A. Federal Statutory and Regulatory Framework

a) The Fair Credit Reporting Act (FCRA):

The FCRA, enacted in 1970 and substantially amended
by the Fair and Accurate Credit Transactions Act (FACTA)
of 2003, establishes the primary regulatory framework
for consumer credit information [14].

At a high level, the FCRA governs:

e Consumer reporting agencies (CRAs) that assemble

and provide consumer reports

e Furnishers that supply information to CRAs

e Users that obtain consumer reports for defined

permissible purposes

In synthetic identity cases, the most important legal
question is often not “is there a credit file,” but “what
obligations attach when that file is created, used, cor-
rected, or disputed—and who bears them.”

Key provisions most relevant to synthetic identity
fraud include:

The FCRA creates a fundamental tension: its accuracy
and dispute mechanisms assume information is either
correct or incorrect about a real consumer. Synthetic
identities create a third category—information that is
internally consistent but describes a fabricated persona,
sometimes anchored to a real SSN.

Practical implication: “file quality” vs. “person-
hood”



TABLE V
FCRA provisions and their application to synthetic identity fraud

FCRA Provision Synthetic Identity Relevance

Permissible purpose (15 U.S.C.
§ 1681b)

Legitimate access pathways
can still be exploited; “permis-
sible purpose” does not guar-
antee truthful identity asser-
tions [14]

CRAs optimize for internal
consistency; synthetic identi-
ties can be “accurate” about a
fictional person [14]

Accuracy and matching (15
U.S.C. § 1681e)

Dispute resolution (15 U.S.C. § Disputes assume a real con-

1681i) sumer; the real SSN holder may
dispute activity tied to a syn-
thetic persona [14]

Fraud alerts and security Powerful against takeover of an

freezes (15 U.S.C. § 1681c-1) existing file; weaker when the
attack is creating a new file
(including using a child’s SSN)

[18]

Requires identity-theft preven-
tion programs for covered
accounts; slow-burn synthetic
cultivation can evade enumer-
ated “red flags” [16], [17]

Identity Theft Red Flags Rule
(FACTA; 16 C.F.R. § 681.1; 12
C.FR. § 1022.90)

Many operational checks in consumer credit workflows
are optimized for whether data matches across sources
(address history, phone consistency, tradeline continuity),
not whether the applicant is the underlying SSN holder.
This is central to how synthetic identities mature: they
are engineered to look “normal” under matching-oriented
controls.

This mismatch interacts with several common workflow
points:

+ New-file creation: bureau records may be created
or strengthened by inquiries, authorized-user trade-
lines, and early product openings; later decisions
may treat that resulting file as evidence of legit-
imacy.

« Disputes and corrections: dispute pathways are
designed to resolve factual inaccuracies for a
consumer, not to adjudicate the “existence” of a
persona; in synthetic cases, institutions may face
disputes from the true SSN holder while the syn-
thetic file continues to be internally coherent.

« Permissible purpose: FCRA defines when access
is lawful; it does not itself ensure the identity asser-
tions inside an application are truthful [14].

b) Gramm-Leach-Bliley Act (GLBA) and the Safeguards

Rule:

The GLBA requires financial institutions to implement
safeguards protecting customer information [18]. The
Safeguards Rule mandates:

e Risk assessment of customer information security

e Implementation of safeguards addressing identi-
fied risks

e Regular testing and monitoring of safeguards

e OQversight of service provider arrangements

In practice, many non-bank financial institutions oper-
ationalize GLBA safeguards through the FTC Safeguards
Rule [19], [20]. GLBA is primarily a privacy and informa-
tion-security regime; it does not prescribe a specific
identity-proofing method. That matters for synthetic
identity risk: institutions may adopt stronger verification
controls (eCBSV, document verification, behavioral ana-
lytics) for fraud reasons, but GLBA's core legal pressure
is how to secure and govern the sensitive data those
controls require.

For example, modern Safeguards Rule programs com-
monly require a designated security lead, written risk
assessments, technical controls (e.g., access controls
and encryption appropriate to risk), incident response
planning, and vendor oversight—turning “collect more to
verify more” into an obligation to secure more and limit
use and retention [19].

c) Bank Secrecy Act / AML: Customer Identification
Programs (CIP):

For banks, FInCEN'’s CIP regulation requires a written,
risk-based program that enables the bank to form a
reasonable belief it knows the true identity of each
customer [21]. The FFIEC BSA/AML Examination Manual
operationalizes this standard for examiners [22].

At minimum, a bank’s CIP must address:

1) Minimum identifying information before account
opening (name; DOB for individuals; address; iden-
tification number) [21]

2) Verification procedures using documentary and/
or non-documentary methods, completed within a
reasonable time [21]

3) Recordkeeping of information collected and veri-
fication steps, with retention requirements [21]

4) Procedures for when the bank cannot form a
reasonable belief (refusal, account closure, SAR
considerations) [22]

5) Customer notice that information is requested to
verify identity [21]

The core synthetic-identity weakness is not that CIP
is “toothless”—it is that CIP is risk-based and can be
satisfied by controls that measure consistency across
non-authoritative sources (documents, bureau records,
public databases). Synthetic operators design identities
that perform well under those checks, particularly when
onboarding is remote and time-to-decision pressures
discourage manual review.

CIP Verification Reality:

[

| CIP requires a risk-based process that yields |

| a “reasonable belief” of a customer’s true |

| identity. In practice, non-documentary checks |
| often rely on credit bureaus/public databases |

| that synthetic identities can bootstrap over |

| time, especially in remote onboarding. |
|

Listing 4. The CIP verification gap exploited by synthetic identities



d) Social Security Act, Privacy Act, and SSA eCBSV:

The Social Security Act and Privacy Act restrict SSN
disclosures and govern federal agency handling of per-
sonal information. eCBSV (electronic Consent Based
Social Security Number Verification) was authorized by
the Economic Growth, Regulatory Relief, and Consumer
Protection Act of 2018 (EGRRCPA) [23] and implemented
by SSA as a consent-based verification service [12], [24].

Legally and operationally, eCBSV is constrained by

design:

¢ Permitted entities: financial institutions (as de-
fined in GLBA) and certain related entities, subject
to SSA agreements and compliance reviews [12]

e Consent requirement: requests require the SSN
holder’s written consent (including electronic signa-
ture) and must be limited to the stated purpose
[12], [25]

¢ Record retention: permitted entities must retain
valid consents for compliance purposes (five-year
retention is specified in SSA's published framework)
[12]

e Purpose limitation: the enabling framework ties
use to credit transactions and other FCRA permis-
sible purposes (15 U.S.C. § 1681b) [14], [23]

e What is verified: SSA returns verification codes
(e.g., YES, NO, DECEASED, NOT_IN_FILE) indicat-
ing whether the submitted name/date-of-birth/SSN
combination matches SSA records; some responses
can indicate which element mismatched (a data-
element match, not full identity proofing) [10]

B. Criminal Provisions

a) Federal Criminal Statutes:

Synthetic identity schemes are typically charged under
a combination of fraud, false statement, and identity-re-
lated statutes. Multiple federal statutes potentially apply:

In practice, broad fraud statutes (mail and wire
fraud) often provide the “backbone” of charging theo-
ries because synthetic identity schemes typically involve
repeated misrepresentations and communications trans-
mitted through interstate systems (online applications,
account access, and payment networks).

b) The Aggravated Identity Theft Complication:

18 U.S.C. § 18028A provides a mandatory two-year
consecutive sentence for aggravated identity theft in
connection with certain predicate offenses. However, the
Supreme Court’s decision in Dubin v. United States
(2023) narrowed its application, requiring that the iden-
tity theft be “at the crux” of the underlying offense [26].

For synthetic identity cases, this creates prosecutorial
complexity:

e If the synthetic identity uses a real person’s SSN or
other identifiers: potentially applicable (subject to
Dubin’s “at the crux” constraint)

e If the synthetic identity uses a fabricated SSN: may
not satisfy the “another person” element

c) Prosecution Challenges:

TABLE VI
Federal criminal statutes often implicated by synthetic identity schemes
(illustrative)

Statute Typical use in synthetic identity

cases

18 US.C. § 1014 False statements made in credit/

loan application flows to covered
financial institutions

18 US.C. § 1344 Bank fraud theories where the insti-

tution is the primary victim of the
scheme

18 US.C. § 1343 / § 1341 Wire/mail fraud theories for online

applications and interstate commu-
nications supporting the scheme

18 U.S.C. § 1028 / § 1029 Identity/access-device-related

charges depending on documents,
identifiers, and account instruments
used

18 U.S.C. § 1028A Aggravated identity theft enhance-

ment when the scheme uses a
means of identification “of another
person”

42 US.C. § 408 SSN-related offenses depending on

how SSNs are obtained, repre-
sented, or used

Synthetic identity fraud presents unique prosecutorial
difficulties:

¢ Victim identification: No single victim may suffer
direct harm; losses distributed across institutions

¢ Intent proof: Distinguishing criminal enterprises
from individuals seeking financial access

o Jurisdiction: Interstate nature of credit systems
creates venue questions

¢ Resource allocation: Individual synthetic identity
cases may not meet federal prosecution thresholds

C. Regulatory Enforcement

a) Consumer Financial Protection Bureau (CFPB):

The CFPB has authority over unfair, deceptive, or abu-
sive practices in consumer financial services. Relevant
actions include:

e Enforcement and supervision touching onboarding,

fraud controls, and consumer reporting practices

o UDAAP risk where institutions’ identity verification,

account opening, or dispute handling practices
harm consumers

e Consumer complaint handling for victims whose

SSNs are used to seed synthetic identities

b) Federal Financial Institution Regulators and FFIEC:

The OCC, Federal Reserve, FDIC, and NCUA examine
supervised institutions for:

e BSA/AML compliance including CIP effectiveness

and documentation quality [22]

e Operational risk management including fraud pre-

vention

e Consumer protection including identity theft re-

sponse

c) Federal Trade Commission (FTC):



For many non-bank financial institutions, the FTC is
a central regulator through its enforcement of the Safe-
guards Rule (16 C.F.R. Part 314) [19]. In synthetic identity
contexts, this matters because the most effective con-
trols frequently require collecting and processing sensi-
tive identity attributes; inadequate security programs and
vendor oversight can convert anti-fraud data collection
into breach and misuse risk.

d) State Attorneys General:

State AGs increasingly pursue synthetic identity cases
under:

e State identity theft statutes

e Consumer protection laws

e State RICO provisions for organized operations

D. State Law Variations

State laws add complexity to the legal landscape:

a) Identity Theft Statutes:

Most states have enacted
statutes, but definitions vary:

e Some require use of a “real person’s” identifying
information

e Others encompass fabricated identities used for
fraud

e Penalties range from misdemeanors to felonies
depending on amount

b) Data Broker Regulation:

Emerging state laws restrict data broker practices that
enable synthetic identity creation:

e Vermont (Act 171): First state to require annual data
broker registration and baseline security program
requirements [27]

¢ California (Delete Act, SB 362): Data broker registry
+ centralized deletion mechanism (DROP) adminis-
tered by the CPPA [28], [29]

¢ Texas (2023): Data broker registration and security-
program requirements [30]

e Oregon (effective 2024). Data broker registry with
opt-out narrative requirement [31]

The California Delete Act is notable because it goes
beyond a registry: DROP creates a single interface for
consumers to submit deletion/opt-out requests across
registered brokers. The platform is scheduled to become
available to consumers on January 1, 2026, with brokers
required to begin processing DROP requests starting
August 1, 2026 [29].

c) Credit Freeze Access:

Federal law now provides for free security freezes
nationwide (15 U.S.C. § 1681c-1), preempting conflicting
state requirements [15]. This reduces consumer cost
barriers for freezes and also supports freezes for “pro-
tected consumers” (including minors), but it does not
eliminate synthetic identity risk: synthetic identities can
succeed when the attack is the creation of a new file
using someone else’s identifier, rather than the takeover
of an established file [15].

identity theft criminal

E. International Considerations

a) Cross-Border Enforcement:

Synthetic identity operations increasingly involve inter-
national elements:

e Data acquisition from international breach markets

e Money movement through international channels

e Operators located in jurisdictions with limited co-

operation

Mutual Legal Assistance Treaties (MLATs) provide
some enforcement cooperation, but jurisdictional com-
plexity often impedes prosecution.

This paper is U.S.-focused; comparative identity
regimes can be useful as a contrast in authoritativeness
(i.e., whether a system has a widely used, authoritative
verification primitive), but they also introduce gover-
nance, privacy, and exclusion tradeoffs that are beyond
scope here.

F. Compliance Implications

a) For Financial Institutions:

Institutions must navigate overlapping constraints:

e BSA/AML CIP: a risk-based requirement to collect
and verify identity to form a reasonable belief—
often satisfied via a mix of documentary and non-
documentary checks [21], [22]

e FCRA/FACTA: constraints on permissible use, dis-
pute handling, and the practical realities of mixed
files and new-file creation; freezes and red flags
programs can reduce risk but do not eliminate
cultivation dynamics [14], [15], [16]

e GLBA / Safeguards: verification expands sensitive
data collection and vendor dependency, converting
anti-fraud programs into security and governance
obligations [18], [19]

b) For Technology Providers:

Verification service providers face:

o Downstream regulatory coupling: their cus-
tomers’ obligations (FCRA/FACTA, CIP expecta-
tions, GLBA safeguards) frequently flow into con-
tract, audit, and data retention requirements [14],
[19], [22]

e Privacy and security program pressure: iden-
tity verification data is high-risk; providers often
become high-impact service providers under cus-
tomers’ vendor oversight programs [19]

The legal framework continues to evolve as regulators
respond to synthetic identity risk, increasing pressure
for robust verification, clear consumer remediation path-
ways, and stronger data governance.

VII. Discussion

Synthetic identity theft is not only a fraud modality;
it is a stress test for the United States’ de facto
identity infrastructure. Prior sections established the me-
chanics of synthetic identity construction and cultivation
(Section III), the diversity of actors and motivations
(Section 1V), and the limits of current verification systems



alongside emerging countermeasures such as eCBSV
(Section V), all under a legal regime that constrains both
data use and verification choices (Section VI).

This Discussion focuses on what those findings imply
at a system level: where incentives create persistent fraud
surfaces, which identity reform pathways are plausible,
and how institutions can manage the security-friction-
equity trade space while staying within legal and privacy
constraints.

A. Framing: what “Discussion” adds

Two structural properties of the current system shape
the rest of this section. First, the SSN functions as a
widely reused identifier that was not designed to authen-
ticate persons (Section II). Second, the credit reporting
ecosystem can inadvertently “bootstrap” identity legiti-
macy: inquiries and account openings may create the
very file used to evaluate risk (Section II). Synthetic
identity operators exploit both by assembling a persona
that is internally consistent enough to be treated as a
clerical variant rather than an adversarial construction
(Section III).

The result is a design constraint: defenses that only
validate internal consistency (e.g., matching bureau
records) are insufficient; defenses must validate binding
between the SSN and the claimant, or between the
claimant and an authoritative identity attribute, while
managing cost, customer friction, and disparate impact
(Section V).

B. Incentives and the fraud surface

Synthetic identity fraud scales because it is aligned
with several institutional incentives: high-volume digital
onboarding, competitive pressure to reduce application
friction, and cost minimization in verification workflows.
These pressures do not “cause” fraud by themselves,
but they make persistent gaps rational to leave unclosed
unless regulation or large losses force action.

Synthetic Identity System Loop:

|

| Identity-fragment supply expands (brokers, breaches,
scraping)

— lower-cost identity assembly for attackers |
— more applications that create/strengthen credit files

— higher fraud pressure + misclassified credit losses
—> defensive data collection + tighter verification

— more friction and more data concentration

Verification gap (see @sec:countermeasures):

|
| Many systems can verify "SSN exists / matches a file"

| more readily than they can verify "applicant is SSN holder."

Listing 5. The reinforcing loop and verification gap that enable synthetic
identities

a) Data proliferation and externalities:

The surveillance-capitalism model increases the avail-
ability of identity fragments—via both commercial aggre-
gation and breach markets—thereby lowering the cost of
synthetic identity assembly ([5]; [32]). The data broker
ecosystem contributes to this availability by correlating
and selling identifiers and quasi-identifiers at scale
(Table I). Where the marginal benefit of collecting and
correlating data accrues to firms, but the marginal cost of
misuse is borne by victims and financial institutions, the
system exhibits a classic negative externality dynamic.

b) Growth imperatives and verification economics:

Institutions often face a tradeoff between conversion
(low friction) and assurance (higher verification cost and
time). eCBSV is illustrative: it materially improves the
ability to verify SSN-name-DOB bindings, but it adds
consent capture, integration cost, and an SSA fee model
structured as annual subscription tiers, which pushes
many deployments toward risk-based routing rather than
universal application-flow checks (Section V; [11]).

This helps explain why synthetic identities persist even
when defenses exist: the equilibrium favors selective
application of costly checks unless a regulator mandates
them, a platform standardizes them, or fraud losses
dominate.

C. Measurement and epistemic limits

Synthetic identity fraud is difficult to measure, and
headline loss figures should be interpreted cautiously:
o Definition ambiguity: “Synthetic identity” spans
fully fabricated personas, partial misuse of real
SSNs, and mixed-intent use cases (see Section 1IV).



TABLE VII
Reform approaches evaluated by security, operational, and governance

properties

Approach Security Operational Governance
Replace SSN Potential High transi- Centraliza-
as authenti- for stronger tion + enroll- tion risk; re-
cator binding + re- ment costs quires strong

vocation due process
Augment Improves Moderate Incremental
SSN with au- binding; re-  friction; change; ac-
thoritative mains SSN-  edge-case countability
checks centric handling re- split across

quired actors

User-held Selective Issuer Shifts control
crypto- disclosure; ecosystem + toward users;
graphic cre- reduces recovery re- trust anchors
dentials shared  se- main hard still  neces-

crets sary

¢ Attribution lag: bust-out losses may occur months

or years after initial identity creation.
« Misclassification: losses may be recorded as
credit risk or charge-offs rather than identity fraud.

¢ Counterfactual uncertainty: it is hard to separate
what would have been prevented by better binding
versus broader underwriting changes.

Where this paper references widely repeated estimates
(e.g., “billions” in annual losses), those should be treated
as directional signals rather than precise measurement;
stable evaluation requires clearer definitions, better au-
ditability, and validated outcome metrics [1], [2].

D. SSN reform pathways

The SSN is an identifier, not an authentication factor;
treating it as a shared secret is a foundational design er-
ror (Section II). Reform debates therefore often collapse
into three families of approaches—replace, augment, or
redesign the verification substrate—each with distinct
governance and privacy implications. (In this discussion,
“assurance” and “proofing” terminology follows standard
digital identity guidance; see, e.g., NIST Digital Identity
Guidelines [33].)

a) Replace: authoritative root credentials:

Replacing the SSN’s role in private-sector identity
verification with a purpose-built credential (whether a
national digital identity, sectoral authoritative root, or
equivalent) could reduce reliance on a nine-digit identi-
fier and enable stronger binding and revocation models.
However, replacement faces feasibility constraints: polit-
ical opposition to national ID proposals, transition costs
across legacy systems, and legitimate privacy concerns
regarding centralized identity infrastructure.

b) Augment: authoritative verification layers on top of
SSN:

Augmentation retains the SSN as an identifier while
adding authoritative checks and constraints. eCBSV is
the most concrete example in the U.S. context: it provides
SSA-ground-truth verification of SSN-name-DOB and
returns codes that are especially valuable for synthetic

TABLE VIII
Equity implications of synthetic identity countermeasures

Countermeasure Equity Concern

eCBSV

Name variations, transliteration, and
record mismatches can produce NO
MATCH for legitimate applicants with-
out careful workflow design

Biometric verification Demographic performance gaps and

differential error rates can increase
false rejections [36], [37]

Behavioral analytics Models can inherit bias via training

data, proxy variables, and feedback
loops in credit access decisions

Document verification Applicants without standard documen-

tation or stable housing can face higher
friction and failure rates

detection (e.g, DECEASED, NOT_IN_FILE) (Section V;
Table IV). Augmentation can be expanded via additional
layers (document verification, biometrics, and behavioral
analytics), but each introduces operational friction, false-
positive pathways, and equity risks that must be actively
managed.

Critically, augmentation is not “free”: eCBSV’s consent
requirement and record-retention obligations are design
constraints, not implementation details (Section V; Sec-
tion VI).

c) Decentralize / verifiable credentials: redesigning the
substrate:

Decentralized identifiers (DIDs) and verifiable cre-
dentials (VCs) propose a different model: instead of
repeatedly transmitting raw identifiers to many verifiers,
claimants present signed credentials that can be verified
cryptographically, potentially with selective disclosure.
The standards landscape here is real and mature at
the protocol level (e.g., DID Core [34]; VC Data Model
[35]), but mass deployment is primarily constrained by
governance, adoption incentives, revocation and recovery
mechanisms, interoperability profiles, and liability alloca-
tion among issuers/verifiers.

For synthetic identity prevention, the key question is
not whether cryptography works, but whether an ecosys-
tem can coordinate around authoritative issuers, robust
lifecycle management, and usable recovery without recre-
ating a de facto centralized chokepoint.

E. Security-friction-equity tradeoffs

Countermeasures can reduce synthetic identity losses,
but they can also increase false rejections and impose
disproportionate burden on legitimate users, especially
those with documentation gaps, name variation issues,
or inconsistent records. A useful way to reason about
this is to evaluate countermeasures along at least four
axes: security gain, user friction, equity risk, and imple-
mentation cost.

a) Failure modes and mitigations:

Several failure modes recur across defenses:



TABLE IX
Illustrative trade space for synthetic identity controls (qualitative).

Control Security User Fric- Equity Imple-
Gain tion Risk mentation
Cost
eCBSV High for Medium- Medium Medium
SSN- High (con- (mismatch (integra-
name- sent + la- pathways) tion +
DOB bind- tency) fees)
ing
Document  Medium Medium- Medium- Medium
verifica- High High
tion
Biometrics  Medium Medium Medium- High
High
Behavioral  Medium Low (often  Medium High (data
analytics passive) + ML ops)

o False negatives: selective or risk-based checks can
miss well-cultivated synthetics that resemble legit-
imate applicants.

¢ False positives: authoritative checks and matching
systems can reject legitimate applicants due to
name variation, data entry error, and record quality
issues (Section V).

+ Disparate impact: friction and error rates can fall
unevenly across populations (e.g., documentation
availability; biometric differential error rates [36],
[37]).

Operational mitigations are therefore part of the con-
trol, not an afterthought: appeal paths and manual review,
alternative verification channels, careful monitoring for
disparate impact, and explicit separation of “fraud risk”
from “documentation inconsistency” where possible.

F. Trust, data stewardship, and technical self-reliance
(bounded)

The synthetic identity problem also interacts with
broader concerns about data stewardship: the same
architectures that incentivize collection and retention
increase both breach impact and downstream misuse
risk ([5]; [4]). In an informal practitioner discussion refer-
enced earlier in this work (qualitative, non-systematic),
participants emphasized declining trust in corporate
handling of identity attributes; this should be treated as
a signal rather than a measured finding.

Several concrete levers follow from a “reduce exposure
surface” framing:

o Data minimization and retention limits: collect
only what is needed for a decision, retain only as
long as required.

¢ Risk-based verification and step-up checks:
route higher-risk applications to authoritative veri-
fication (e.g., eCBSV) while keeping low-risk flows
usable (Section V).

¢ Privacy-preserving verification primitives (care-
fully scoped): selective disclosure and crypto-
graphic proofs can reduce over-sharing, but deploy-

ment feasibility depends on issuer ecosystems and
revocation/recovery design ([35]).

G. Governance and institutional design

Synthetic identity defenses are shaped as much by
governance as by technology. Legal constraints define
what data can be collected, retained, and shared, and
what verification workflows are permissible (see Sec-
tion VI). At the same time, many of the harms of synthetic
identity fraud are distributed: consumers may experience
downstream reporting problems, institutions bear losses,
and public systems absorb remediation costs.

If identity verification is treated as critical infrastruc-
ture, several design implications follow:

¢ Standardization and assurance levels: common
definitions for proofing and authentication strength
reduce ambiguity and make defenses comparable
[33].

e Accountability and redress: institutions need er-
ror-correction pathways and due process mecha-
nisms aligned with consumer protection expecta-
tions under frameworks like FCRA (Section VI).

e Incentive alignment: safe harbors, mandates, or
supervisory expectations can make authoritative
binding checks economically rational at scale,
rather than selectively deployed only when fraud
losses spike.

H. Reformed practitioners: value, ethics, and governance

Individuals with experience in synthetic identity oper-
ations may possess practical insight into how defenses
fail in real workflows. More broadly, research on criminal
hacking suggests heterogeneous trajectories (including
desistance) and highlights the need to treat adversarial
expertise as a governance problem as much as a tech-
nical one [38], [39]. If institutions draw on adversarial
expertise, it should be done with explicit guardrails [40]:

e Concrete roles: red-teaming application flows,
threat modeling, detection tuning, and structured
responsible disclosure programs.

e Ethical/legal scaffolding: supervision, least-privi-
lege access, clear disclosure norms, and contracts
that define boundaries.

e Risk acknowledgment: conflict of interest, recidi-
vism risk, and evidentiary reliability concerns should
be assumed and mitigated rather than ignored.

This raises an implementation question for policymak-
ers and large institutions: whether there are rehabilitation
pathways that can productively channel adversarial ex-
pertise without normalizing or incentivizing harm.

I. Limitations

This paper is not an empirical measurement study. It
synthesizes prior literature and technical documentation,
and incorporates qualitative practitioner perspectives
where noted. Some figures commonly cited in the syn-
thetic identity domain are estimates derived from indus-
try reporting; where precise measurement is unavailable,



conclusions should be interpreted as directional rather
than definitive.

J. Future research / evaluation agenda

Several research questions follow directly from the
findings in Sections Section III-Section VI:

e What are the measured effect sizes of eCBSV
(and similar authoritative checks) across institu-
tion types, application segments, and demographic
groups?

e How can detection systems distinguish organized
“cultivation + bust-out” patterns from survival-moti-
vated access seeking without embedding discrimi-
nation or punishing documentation gaps?

e What metrics best capture verification friction
(drop-off, time-to-decision, appeals volume) and
how do those metrics correlate with equity out-
comes?

e What governance and liability models make veri-
fiable-credential ecosystems deployable at scale
without recreating centralized surveillance incen-
tives?

e How should regulatory safe harbors be structured
to encourage adoption of authoritative checks while
preserving consumer rights under FCRA and privacy
law (Section VI)?

K. Closing bridge

The recommendations in the Conclusion are best read
through this tradeoff lens: implementing authoritative
binding checks such as eCBSV, combining them with lay-
ered defenses, and addressing the data ecosystem that
supplies identity fragments can reduce synthetic identity
losses, but only if institutions also manage friction and
disparate impact with explicit mitigation design. In short,
durable progress requires simultaneously improving ver-
ification and reducing the incentives and data exposure
conditions that make synthetic identity assembly and
cultivation easy.

VIII. Conclusion

Synthetic identity theft represents a structural failure
of digital identity infrastructure—a predictable conse-
quence of systems designed for convenience rather
than security, operating within an economic context that
prioritizes growth over verification, and where personal
data is commodified without adequate protection, most
insidiously in the United States.

A. Key Findings

This paper has demonstrated:

1) Systemic enablement: Synthetic identity fraud is
enabled by fundamental weaknesses in SSN infra-
structure, credit bureau practices, and financial
institution incentives

2) Technological countermeasures exist: The
SSA’'s eCBSV API and complementary technolo-

gies provide meaningful defense, as demonstrated
by Capital One’s implementation

3) User diversity matters: Synthetic identity usage
spans organized crime to vulnerable individuals
seeking basic financial access, requiring nuanced
policy responses

4) Capitalism’s contradictions: The same data
practices that enable surveillance capitalism cre-
ate attack surfaces for identity fraud

B. Recommendations

a) For Financial Institutions:

¢ Implement eCBSV verification for new account ap-
plications

¢ Deploy behavioral analytics to identify cultivation
and bust-out patterns

e Participate in industry information sharing on syn-
thetic identity patterns

b) For Policymakers:

e Mandate eCBSV integration for federally-regulated
institutions

e Fund SSA infrastructure improvements to reduce
eCBSV friction

e Consider synthetic identity-specific criminal provi-
sions that account for user diversity

e Investigate data broker practices that enable iden-
tity fragment aggregation

c) For System Designers:

e Assume adversarial usage in identity system design

e Implement defense in depth rather than single-
point verification

e Design for privacy preservation while maintaining
verification capability

d) For Individuals:

e Minimize unnecessary identity exposure

e Monitor credit reports for unauthorized activity

e Consider credit freezes as a proactive measure

C. Future Research

Several areas warrant additional investigation:

¢ Behavioral differentiation: Developing detection
systems that distinguish criminal from survival-mo-
tivated synthetic identity usage

o Decentralized alternatives: Evaluating self-sover-
eign identity systems as SSN successors

¢ International comparisons: Learning from identity
systems in other jurisdictions

¢ Economic analysis: Quantifying the full social cost
of synthetic identity fraud

D. Closing Reflection

The synthetic identity problem ultimately reflects a
society that has commodified personal data without
building adequate infrastructure to protect it. Technical
countermeasures address symptoms; lasting solutions
require reconsidering the relationship between identity,
data, and the economic systems that exploit both.



As one meeting participant observed: “We can't trust
these corporations with anything.” Until that trust can
be rebuilt—or circumvented through technical means—
synthetic identity theft will remain a rational response to
irrational systems.
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